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The Problem

“Most board members today oversee technology decisions they do not fully understand —
with information provided by management — about systems they cannot stop in an
emergency. This is not a criticism. This is the reality.”

Board members today bear active responsibility for technology decisions — regulatory, legal
and reputational. Those who wish to exercise this governance responsibility need clarity on
where algorithms make decisions in their organisation, who bears responsibility when a
system fails — and what to do concretely in a cyber incident.

Three developments explain why informed oversight of technology has become a core board
responsibility:

* Organisations increasingly delegate decisions to automated and algorithmic systems.
Accountability remains with the board — regardless of which system decides.

» Technology-related incidents now have enterprise-wide consequences. Cyber
attacks, system failures and data breaches trigger disclosure obligations and damage
trust permanently.

* Regulatory expectations explicitly focus on board accountability. The EU Al Act and
NIS2 assign governance obligations directly to governing bodies.

Effective oversight does not require technical expertise. It requires clarity on where technology
influences material decisions, who is accountable for outcomes, how risks and failures are
managed — and how technology supports long-term value creation.

Where boards do not actively oversee these areas, they risk being held accountable for
outcomes they may not have been aware of, or that were not meaningfully supervised.
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The Six Strategic Domains

The Board Tech Lab structures technology oversight across six strategic domains. Each
domain defines what boards must oversee — not what IT teams must implement.

01

Al & Algorithmic
Decision-Making

Delegated decisions remain the board’s responsibility — even
when an algorithm decides.

02

Cybersecurity &
Digital Resilience

Crisis vulnerability is not created in the incident — it is created
in the governance gap that preceded it.

03

Data, Information &
Intellectual Property

Data weaknesses amplify risks in Al, cyber and regulation
simultaneously.

Transformation

04 | Regulation, Regulators expect active evidence of oversight — not passive
Accountability & awareness.
Disclosure

05 | Technology-Driven The board is accountable for coherence — not just individual

initiatives.

06

Innovation, Platforms
& Ecosystems

Platform choice can be a strategic one-way door with long-
term cost and vendor implications.

Each domain follows the same structure: Why is this a board responsibility? What concrete
questions does the board ask? And at what maturity level does current governance stand?

Where to Start?

Not every domain is equally urgent. Those starting from scratch should begin with three
questions: Which Al systems make decisions in our organisation today — and do we have
complete visibility? What would happen if the most critical system failed tomorrow — and who
decides what then? Which regulatory deadlines apply to us — and are they on the board’s
radar?

Those who can answer these three questions have a foundation. Those who cannot know
where to begin.
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Domain 1 — Al and Algorithmic Decision-Making

Al and Algorithmic Decision-Making

Al transformation is not an efficiency exercise — it concerns judgment, trust and legal liability.
Accountability remains with the board: regardless of whether an algorithm decides — and
regardless of whether deployment happens through unofficial shadow Al tools that no audit
has captured.
Key questions:
— Do we have a complete Al inventory — including shadow Al?
— Which decisions are one-way doors requiring board approval?
— Who detects when a model degrades silently — and what process do we have for
continuous monitoring?
Maturity:

Reactive: Al use not systematically visible. Defined: Inventory and policies exist. Integrated:
Quarterly Al risk review, including cybersecurity. Accountable: Board can explain governance
externally.

What boards typically underestimate

Boards often underestimate how widely algorithmic decision-making is embedded across the
organisation. Al use is frequently decentralised and built into vendor solutions — shadow Al
through unsanctioned tools extends this blind spot considerably.

Boards also underestimate regulatory and reputational exposure. The EU Al Act assigns
explicit governance and oversight obligations to organisations and their governing bodies. It
enters into force from August 2026 and applies to any organisation with EU market exposure
— regardless of where it is headquartered.

What good oversight looks like

The board shares a clear understanding of where Al influences material decisions. It receives
concise, decision-focused information, challenges management on accountability and
escalation, and integrates Al governance into existing risk and compliance structures.

A question rarely asked.: Is the board today in a position to evaluate management’s answers
on Al governance on their merits — or does it simply trust them? Both can be appropriate. But
the difference must be a conscious choice.
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Domain 2 — Cybersecurity and Digital Resilience

Cybersecurity and Digital Resilience

Cyber attacks in 2026 are no longer an IT problem — Al enables zero-day exploits at a
fraction of previous costs. At the same time, many organisations can no longer shut down
their Al agents without disrupting operations. Crisis vulnerability is not created in the incident
— it is created in the governance gap that preceded it.

Key questions:

— Are Al agents so deeply integrated that an emergency shutdown would disrupt
operations — and is that reflected in the crisis plan?

— Who communicates during an incident — and according to which protocol?
— Which lessons from past incidents have been implemented?

Maturity:

Reactive: Cyber issues surface after incidents. Defined: Risks and response plans exist.
Integrated: Resilience anchored as enterprise risk. Accountable: Board demonstrates
preparedness and response capability credibly.

What boards typically underestimate

Boards often underestimate how quickly localised incidents escalate into enterprise-wide
crises. Unclear decision authority and communication responsibility under pressure amplify
harm considerably.

EU NIS2 explicitly assigns responsibility for operational resilience to governing bodies — and
expects demonstrable crisis preparedness, not statements of intent.

This fundamentally changes the logic of oversight. Classical governance assumes the board
oversees a system it can stop in an extreme case. That assumption no longer holds for Al
agents in many organisations. Oversight then no longer means control — it means
embeddedness: who was involved in the decision when the system was still steerable?

What good oversight looks like

The board understands the key digital dependencies and exposures. It focuses on
preparedness and decision-readiness — not only prevention. Incidents demonstrably lead to
improvement.
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Domain 3 — Data, Information and Intellectual
Property

Data, Information and Intellectual Property

Data are strategic assets — and decisions on data architecture, Al output ownership and
training data agreements with vendors bind organisations long-term. Al-generated content
creates new IP risks: copyright infringements arise unnoticed when employees use
generative tools without governance.
Key questions:

— Who owns the outputs of our Al systems — us or the vendor?

— How do we protect our intellectual property when employees feed proprietary content
into external models?

— Who is accountable for data governance?
Maturity:

Reactive: Data governance fragmented. Defined: Policies and compliance focus in place.
Integrated: Governance supports strategy and Al use. Accountable: Board can represent data
governance externally.

What boards typically underestimate

Boards underestimate how data quality directly determines the reliability of Al systems. When
the real world changes faster than a model’s training data, the system begins to degrade
silently — errors accumulate without being reported. This is not an Al problem: it is a data
problem that must be visible at governance level. Boards also underestimate how unclear
data ownership undermines accountability. Weaknesses in data governance amplify risks in
Al, cybersecurity and regulation simultaneously — they are not an isolated problem.

What good oversight looks like

The board understands which data assets are most critical — and ensures that data quality
as a prerequisite for Al reliability is regularly reviewed. It receives clear information on IP risks
from the use of generative tools and ensures that data supports credible reporting.
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Domain 4 — Regulation, Accountability and
Disclosure

Regulation, Accountability and Disclosure

The EU Al Act enters into force from August 2026 — and applies to any organisation with EU
market exposure, regardless of where it is headquartered. Swiss companies without EU
exposure carry the same risks with fewer formal obligations. This governance gap is a board
responsibility — not a legal department responsibility.

Key questions:

— Have we classified all Al systems by risk category — even where the EU Al Act does
not formally apply?

— Which governance framework are we using: EU Al Act, NIST RMF, ISO 42001 — or
none?

— How does the board actively document its oversight activity?

Maturity:

Reactive: Board involvement after problems. Defined: Obligations tracked and reported.
Integrated: Regulatory governance embedded in oversight. Accountable: Board demonstrates
active oversight.

What boards typically underestimate

Boards underestimate the cumulative impact of overlapping regulatory regimes. The EU Al
Act applies from August 2026 — to any organisation with EU market exposure, regardless of
Swiss domicile. Swiss companies without EU exposure face a different challenge: the Federal
Council takes a principles-based approach — there is no Swiss Al law. This means fewer
formal obligations, but the same reputational and liability risks. This governance gap is not a
legal question — it is a question of board leadership. Boards also underestimate expectations
regarding evidence of active oversight. Regulators expect documentation — not statements
of intent.

What good oversight looks like

The board receives clear summaries of regulatory exposure — including which Al systems in
the organisation would be classified as ‘High Risk’ under the EU Al Act, regardless of whether
the law formally applies. It aligns governance structures with disclosure requirements, ensures
a compliance framework is chosen and lived (EU Al Act, NIST RMF or ISO 42001) — and
actively reviews material technology-related disclosures.
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Domain 5 — Technology-Driven Transformation

Technology-Driven Transformation

Transformation today is continuous — and becomes a risk when initiatives run in parallel
without portfolio logic. Many organisations are stuck in the pilot trap: many individual projects,
no strategic pattern, no measurable value. The board is accountable for coherence — and
must know whether leaders are incentivised for Al adoption at all.
Key questions:
— Do we have a deliberate Al strategy — or are we accumulating isolated pilots?
— Are incentives aligned with transformation?
— Does the leadership pipeline have the capacity to keep pace with the speed of
transformation?
Maturity:

Reactive: Initiatives fragmented, coordination missing. Defined: Programmes tracked, alignment
limited. Integrated: Initiatives aligned with strategy. Accountable: Board oversees coherence
and value creation.

What boards typically underestimate

Boards underestimate how overlapping initiatives dilute accountability. Cultural and capability
impacts are equally underestimated — transformation rarely fails because of technology; it
fails because of leadership and incentive structures. A further blind spot is succession risk:
the leadership pipeline must be able to keep pace with the speed of transformation. Boards
that approve Al transformation without assessing whether the leadership team has the
necessary capacity and readiness for change are delegating responsibility without foundation.

What good oversight looks like

The board understands how initiatives fit together strategically — and whether the portfolio is
deliberately structured around core focus areas or merely accumulating pilots. It focuses on
outcomes rather than implementation details, adjusts direction where necessary, and ensures
leaders are incentivised for Al adoption and data readiness. The question of incentive
alignment belongs on the board agenda alongside leadership succession.
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Domain 6 — Innovation, Platforms and Ecosystems

Innovation, Platforms and Ecosystems

The choice between Azure Al, Google Cloud and AWS is not an IT decision — it is often a
strategic one-way door with long-term cost implications. Those who rely on proprietary frontier
models today must respond when open-source alternatives catch up at a fraction of the cost.
Platform dependencies shape resilience and strategic freedom directly.

Key questions:

— Which platform and architecture decisions require board approval?

— Have we made a deliberate choice between proprietary models and open source —
and do we know the exit costs?

— Where are we building internal Al capability, and where are we buying permanently?

Maturity:

Reactive: Dependencies barely visible. Defined: Key dependencies identified. Integrated:
Dependency risks assessed and managed. Accountable: Board actively manages
concentration and strategic options.

What boards typically underestimate

Boards underestimate dependency and exit constraints. They also underestimate how
platform decisions limit strategic optionality long-term — and how difficult it is to reverse these
decisions once made.

What good oversight looks like

The board understands where dependencies affect resilience and receives clear information
on mitigation options and exit costs. It has a deliberate position on the build-vs.-buy question:
build internal Al capability — or buy permanently? This choice shapes the organisation’s
strategic agility for years and is barely reversible. The board reviews the strategic implications
of ecosystem decisions regularly — not only when switching becomes costly.
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Next Steps

Informed Oversight ist keine einmalige Agenda — sie ist eine kontinuierliche
Steuerungsaufgabe. Vier Erkenntnisse, die fir den Verwaltungsrat handlungsleitend sind:

1 — Al is a board topic. It is essential to actively close the governance gap between Al
deployment and board oversight.

2 — Strategy before tool: A deliberate Al strategy and portfolio allocation beats a collection of
disconnected pilots.

3 — Take risk seriously — even without formal obligation: Swiss companies without EU market
exposure carry the same liability and reputational risks as regulated organisations.

4 — Boards cannot govern what they only know by hearsay — Al literacy in the boardroom is
the foundation of effective oversight.

Regulatory References

EU Al Act (2024) — Regulation (EU) 2024/1689 of the European Parliament and of the
Council on artificial intelligence. Applicable from August 2026. european-union.europa.eu

EU NIS2 Directive (2022) — Directive (EU) 2022/2555 on measures for a high common
level of cybersecurity. Explicitly assigns governance obligations to governing bodies.
european-union.europa.eu

EU DORA (2022) — Regulation (EU) 2022/2554 on digital operational resilience for the
financial sector. Assigns responsibility for operational resilience to governing bodies.
european-union.europa.eu

NIST Al Risk Management Framework (2023) — Voluntary framework for Al risk
management. nist.gov/artificial-intelligence

ISO/IEC 42001 (2023) — International standard for Al management systems. iso.org
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